eg 



LU 
h- 

< ^ 

a: lu 
O oi . 
O < uj ; 

0£ /n > 
Q. 7 

n - w 

<> w 

1— Q- ^ 

< LL < 

§:iuh 

< o < 
-> I- 

Q m LU 

± uj a: 

aiO> 
K CO Ql 



§ I 
CO W 

2 = 

it 

"5 







erating 
/stem 


0 
E 








2 




£C0 



m CO 

-g to 

O <D 

E 0 
a: cl 



o 

UJ 

z 
z 
O 

o 

a: 



< 

Q_ 

S 

o 
ai 

CO 
CO 

S 



o 

CO 





P ^ o 

r- ^ O 
LU <S O 
-7 CO C\J 

<> Q 

o 

H < Q CO 



1 

a) 




Title: METHOD, APPARATUS AND PROGRAM 
STORAGE DEVICE FOR PROVIDING A REMOTE 
POWER RESET AT A REMOTE SERVER 
THROUGH A NETWORK CONNECTION 
Applicants: V. Barsuk 
Docket: END920030054US1/IBME.004PA 
Sheet 2 of 5 



288 




230- 



200 







Network Interface 



^210 



212 



Fig. 2 



Title: METHOD, APPARATUS AND PROGRAM 
STORAGE DEVICE FOR PROVIDING A REMOTE 
POWER RESET AT A REMOTE SERVER 
THROUGH A NETWORK CONNECTION 
Applicants: V. Barsuk 
Docket: END920030054US1/IBME.004PA 
Sheet 3 of 5 



^ Start ^ 



310 



A Host Computer System 

Determines That A 
Remote Process Is Needed 



The Host Computer Sends 

The Remote Server 
A Request TCP/IP Packet 



The Remote Server Listens To 
A Predetermined TCP/IP 
Port For The Request 
TCP/IP Packet 



The Remote Server Performs 
An Authenticated Requested 
Action In Response To Receiving 
The Request TCP/IP Packet On 
The Predetermined TCP/IP Port 
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A Program Is Pinned To Memory 
And A TCP Port Is Monitored To Listen 
For A Packet Causing A Remote 
Requested Action To Be Performed 
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The System Waits For 
The Packet On A TCP Port 
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The Packet Is Received 
On The TCP Port 
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Request Validation Is Performed 
And The Request Type Is Identified 
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Decision Made 
To Reboot/Power 
Off A Remote Server 
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A TCP Packet Is Sent To 
A Remote Server With A 
Request To Reboot Or Power 
Off the Remote Server 
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